DATA SHEET

Cyber Executive Protection
Complement Existing Executive Protection Programs to Include
Cyber Component and Protect Your Organization’s Reputation

The Cyber Executive Protection Service is designed to
analyze cybersecurity risks to a Principal, Principal’s family,
and Principal’s close staff.
Cyber Protection
Traditionally, the sole focus of Executive
protection has been physical security.
But with the proliferation of social media
and other web activities that may jeopardize
the information and privacy of Executives
and their families, cybersecurity is an
increasingly important, if often-overlooked,
component of protection for an
organization’s Executives and brand.

How Secureworks Helps
Secureworks Cyber Executive Protection
implements the most effective and
appropriate safeguards to protect the
Principal’s personal information, reputation,
online privacy, safety, and valuable time.
This service ensures the Principal’s
organization does not incur damage
to brand or reputation as a result of a
successful threat scenario targeting
the Principal. The engagement provides
guidance on the regular monitoring of
specific risk factors to ensure preparedness.
If risks increase to an unacceptable level,
additional courses of action are available.

Unique Framework
and Approach

Client Benefits
• Protects organization
from brand or
reputational damage
due to an attack on
the Principal

• Safeguards Principals

who are valuable assets
of the organization

Secureworks has developed a unique
assessment framework and approach that
analyzes ten domains of risk to a Principal,
Principal’s family and Principal’s close staff.

• Complements existing

Activities

• Optimizes Principal’s

Interviews:

Executive Protection
Programs making them
fully comprehensive
and inclusive of
cyber component
valuable time

• Individuals responsible for handling
Principal’s technology

• Individuals responsible for the Principal’s
close protection team (e.g. Bodyguards)

• Principal’s close staff members
(e.g. Executive administrator, driver,
pilot etc.) to assess any jump point style
threats they may pose through their
technology usage

Reviews and Assessments:
• Review of both the general and
specific details of the technology in
use by the Principal and their family
(e.g. network diagrams, vendors that
store their data etc.)

Availability varies by region. ©2018 SecureWorks, Inc. All rights reserved.

Solution Features
• Comprehensive

assessment and
analysis of cyber risk
to a Principal, their
family and staff

• Risk driven safeguard
implementation and
recommendations

• Tailored training

for Principals and
their family

• Highly unique

assessment framework
and effective approach

• Includes analysis

of personal use of
technology
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• Assess digital footprint and cyber habits
to determine how exposed Principal and
their families are on the Internet (e.g.
social media, organizations they belong
to with Internet presences, ease of
obtaining public records on them, etc.)

We know the tactics and techniques
of threat actors, and we find ways to
outsmart and outwit them. Our consultants
leverage artificial and human intelligence
to provide valuable, data-driven guidance
to our clients.

Report and Deliverables

Continuous Innovation

• Educational component provided to

At Secureworks, we harness the power
of the network effect, applying practical
intelligence derived from the field. Each
incident response engagement, goal-based
testing, threat modeling exercise, and
consulting experience serves to secure our
clients in a digitally connected world.

the Principal and their family which
includes a discussion of cybersecurity
and online safety

• Executive monitoring specifically focused
on technology systems of the Principal

• Comprehensive recommendations
on how to better secure the Principal
and their families from a cybersecurity
threat scenario

Why Secureworks?
Integrated Threat Intelligence
With some of the world’s most highly
regarded security researchers, The
Secureworks distinguished Counter
Threat Unit™ (CTU™) Research Team
is what sets us apart.

Expertise
At Secureworks, we are 100% security
focused. We go beyond advising; we own
and solve the problem and operationalize
every process in between. Our consultants
and innovative Security Center of
Excellence (SCoE) will leverage lessons
learned globally and apply them locally to
your organization’s unique needs.

About Secureworks
Secureworks® (NASDAQ: SCWX) is a leading global cybersecurity company that keeps
organizations safe in a digitally connected world. We combine visibility from thousands of
clients, aggregate and analyze data from any source, anywhere, to prevent security breaches,
detect malicious activity in real time, respond rapidly, and predict emerging threats. We offer
our clients a cyber-defense that is Collectively Smarter. Exponentially Safer.™
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For more information,
call 1-877-838-7947 to
speak to a Secureworks
security specialist.
secureworks.com
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